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Abstract
This contribution proposes changes that are asserted improve various aspects for the design of digitally-signed content (DSC) SEI messages. The proposed items include:
· Item 1: On the presence of DSCV SEI messages
· Item 2: On restarting content signing when verification substream structure changes
· Item 3: On the need for DSCV SEI messages to be present for every verification period
· Item 4: On signalling of dscv_signed_content_end_flag
· Item 5: On the number of verification substreams and signalling for this information

Item 1: On the presence of DSCV SEI messages
Problem description
In the current design of digitally-signed content verification (DSCV) SEI message, it is specified that all DSCV SEI messages of a particular verification period shall be present in the last AU of the verification period. This consequently cause DSCV SEI message may be present in AU that may not be associated with the verification substream that the DSCV SEI message verifies.
The assertion that all DSCV SEI messages of a particular verification period shall be present in the last AU of the verification period is based on the semantics of syntax elements dscv_signed_content_end_flag and dsci_signed_content_start_flag that are further explained below.
dscv_signed_content_end_flag equal to 1 indicates the intended end of the signed content in the bitstream.
The value of dscv_signed_content_end_flag shall be equal to 1 when any of the following conditions is true:
· The bitstream ends after the AU containing the DSCV SEI message.
· The next DSCI SEI message in decoding order with dsci_id equal to dscv_id of the current DSCV SEI message has dsci_signed_content_start_flag equal to 1.
· The following CVS does not contain a DSCI SEI with dsci_id equal to dscv_id of the current DSCV SEI message.
NOTE 2 – When any of the above conditions is true and dscv_signed_content_end_flag is equal to 0, removal of AUs from the bitstream can be indicated.
The first condition above has consequence that all DSCV SEI messages that belong to a verification period shall be present in the same AU, that is, the last AU of the verification period. This does not consider the case where the bitstream does not end after the AU containing the DSCV SEI message but ends after some following AUs that belong to the current verification period which may happen if DSCV SEI message is allowed to be present in the last AU that belongs to the verification substream the DSCV SEI message verifies, instead of the last AU in the verification period. For example, let’s assume that there are two verification substreams, one verification substream with dscv_verification_substream_id equal to 0 includes the sublayer with the temporal ID equal 0, and the other verification substream includes the sublayer with the temporal ID equal to 1. The last DSCV SEI message with dscv_verification_substream_id equal to 0 would have dscv_signed_content_end_flag equal to 1, but the bitstream may not end after the AU containing this DSCV SEI, since an AU with the temporal ID equal to 1 may follow it.
In addition, the syntax element dsci_signed_content_start_flag has the following semantics:
dsci_signed_content_start_flag equal to 1 indicates the intended beginning of signed content in the bitstream. When dsci_signed_content_start_flag is equal to 1, the initialization of RefDigest does not use a reference to a previous DSCV SEI message.
The value of dsci_signed_content_start_flag shall be equal to 1 when any of the following conditions is true:
· The DSCI SEI message is the first DSCI SEI message in the bitstream with a particular value of dsci_id.
· The preceding AU is not associated with a DSCI SEI message with the same value of dsci_id.
· The preceding AU contains a DSCV SEI message with dscv_id equal to dsci_id, dscv_verification_substream_id equal to zero, and dscv_signed_content_end_flag equal to 1.
The above third condition is problematic, the wording ‘preceding AU’ is unclear. If it indicates the last preceding AU, the third condition doesn’t consider the case where the DSCV SEI message with dscv_signed_content_end_flag equal to 1 is contained in the other AU not the last preceding AU. Otherwise, if it indicates one of the preceding AUs, the condition may be true regardless of the intended beginning of signed content in the bitstream.
Proposal
Update the semantic of dscv_signed_content_end_flag and dsci_signed_content_start_flag to relax the implicit constraint that DSCV SEI messages of a verification period shall be present in the last AU of the verification period.
Text implementation
…
dscv_signed_content_end_flag equal to 1 indicates the intended end of the signed content in the bitstream.
The value of dscv_signed_content_end_flag shall be equal to 1 when any of the following conditions is true:
· The bitstream ends after the AUverification period containing the DSCV SEI message.
· The next DSCI SEI message in decoding order with dsci_id equal to dscv_id of the current DSCV SEI message has dsci_signed_content_start_flag equal to 1.
· The following CVS does not contain a DSCI SEI with dsci_id equal to dscv_id of the current DSCV SEI message.
NOTE 2 – When any of the above conditions is true and dscv_signed_content_end_flag is equal to 0, removal of AUs from the bitstream can be indicated.
…
dsci_signed_content_start_flag equal to 1 indicates the intended beginning of signed content in the bitstream. When dsci_signed_content_start_flag is equal to 1, the initialization of RefDigest does not use a reference to a previous DSCV SEI message.
The value of dsci_signed_content_start_flag shall be equal to 1 when any of the following conditions is true:
· The DSCI SEI message is the first DSCI SEI message in the bitstream with a particular value of dsci_id.
· The preceding AU is not associated with a DSCI SEI message with the same value of dsci_id.
· The preceding AUprevious verification period contains a DSCV SEI message with dscv_id equal to dsci_id, dscv_verification_substream_id equal to zero, and dscv_signed_content_end_flag equal to 1.
…
Item 2: On restarting content signing when verification substream structure changes
Problem description
The semantics of dsci_signed_content_start_flag is specified as follows:
dsci_signed_content_start_flag equal to 1 indicates the intended beginning of signed content in the bitstream. When dsci_signed_content_start_flag is equal to 1, the initialization of RefDigest does not use a reference to a previous DSCV SEI message.
The value of dsci_signed_content_start_flag shall be equal to 1 when any of the following conditions is true:
· The DSCI SEI message is the first DSCI SEI message in the bitstream with a particular value of dsci_id.
· The preceding AU is not associated with a DSCI SEI message with the same value of dsci_id.
· The preceding AU contains a DSCV SEI message with dscv_id equal to dsci_id, dscv_verification_substream_id equal to zero, and dscv_signed_content_end_flag equal to 1.
It is asserted that the above constraint that requires the value of dsci_signed_content_start_flag to be equal to 1 does not consider the case when the verification substream structure (i.e., the number of verification substreams, the value of dsci_ref_substream_flag[ i ][ j ]) is different from the previous verification period. In such case, simply continuing the signing process without restarting it may be complicated and should be disallowed.
Proposal
Specify a constraint that the value of dsci_signed_content_start_flag shall be equal to 1 when the values of the following syntax elements are different from their corresponding syntax elements in the DSCI SEI message with the same value of dsci_id associated with the previous verification period.
· dsci_num_verification_substreams_minus1
· dsci_ref_substream_flag[ i ][ j ]
Text implementation
…
dsci_signed_content_start_flag equal to 1 indicates the intended beginning of signed content in the bitstream. When dsci_signed_content_start_flag is equal to 1, the initialization of RefDigest does not use a reference to a previous DSCV SEI message.
The value of dsci_signed_content_start_flag shall be equal to 1 when any of the following conditions is true:
· The DSCI SEI message is the first DSCI SEI message in the bitstream with a particular value of dsci_id.
· The preceding AU is not associated with a DSCI SEI message with the same value of dsci_id.
· The preceding AU contains a DSCV SEI message with dscv_id equal to dsci_id, dscv_verification_substream_id equal to zero, and dscv_signed_content_end_flag equal to 1.
· Any values of the following syntax elements in the current DSCI SEI message are different from the corresponding syntax element in the DSCI SEI message with the same dsci_id associated with the previous verification period:
· dsci_num_verification_substreams_minus1
· dsci_ref_substream_flag[ i ][ j ], for i in the range from 1 to dsci_num_verification_substreams_minus1, inclusive and j in the range from 0 to i − 1, inclusive.
…
Item 3: On the need for DSCV SEI messages to be present for every verification period
Problem description
For the presence of a DSCV SEI message, there is a constraint that specifies the following:
Within a verification period for a particular dsci_id value, a DSCV SEI message for each of the verification substreams for the particular dsci_id value to which at least one NAL unit is assigned shall be present.
The above constraint requires that DSCV SEI message for each verification substream that has at least one PU assigned to be present at every verification period. It is questioned whether it is necessary to have verification for every verification period or not. Note that, per current definition of verification period, a verification period can only be as long as an IRAP period and it may even be shorter when there is a DSCI SEI message that is present in an AU, that is a non-IRAP / non-GDR AU, that is present in the middle of an IRAP period. This implies that within a CVS, there can be a lot of verification periods in the above constraint may be too strict. It may be desirable to relax the above constraint such that verification does not have to be done at every verification period.
Proposal
The following two points are proposed:
1. Specify that when a DSCV SEI message for a particular verification substream is present in a verification period, DSCV SEI messages for each of the verification substreams for the particular dsci_id value to which at least one NAL unit is assigned shall be present.
2. [bookmark: _Ref200987281]DSCV SEI messages with a particular value of dscv_id for a verification period is required to be present only when one or more of the following conditions is true.
· The verification period is the last verification period in the CVS.
· The next verification period is started with a DSCI SEI message with dsci_id equal to dscv_id and the value of dsci_signed_content_start_flag of that DSCI SEI message is equal to 1.
Text implementation
…
Within a verification period for a particular dsci_id value, a DSCV SEI message for each of the verification substreams for the particular dsci_id value to which at least one NAL unit is assigned shall be present.
When a DSCV SEI message with a particular value of dscv_id is present for a verification substream, it is constrained that DSCV SEI message for each of the verification substreams for the particular dsci_id value to which at least one NAL unit is assigned shall be present.
DSCV SEI message with a particular value of dscv_id for a verification period shall be present when one or more of the following conditions is true:
· The verification period is the last verification period in the CVS.
· The next verification period is started with a DSCI SEI message with dsci_id equal to dscv_id and the value of dsci_signed_content_start_flag of that DSCI SEI message is equal to 1.
…
Item 4: On signalling of dscv_signed_content_end_flag
Problem description
The design of DSCV SEI message includes the signalling of a flag that specifies the end of signing (i.e., the syntax element dscv_signed_content_end_flag. The syntax and semantics of the flag is as follows:
	digitally_signed_content_verification( payloadSize ) {
	Descriptor

		dscv_id
	u(8)

		dscv_verification_substream_id
	u(8)

		dscv_signature_length_in_octets_minus1
	u(16)

		dscv_signature
	u(v)

		if( dscv_verification_substream_id  = =  0 )
	

			dscv_signed_content_end_flag
	u(1)

	}
	


…
dscv_signed_content_end_flag equal to 1 indicates the intended end of the signed content in the bitstream.
The value of dscv_signed_content_end_flag shall be equal to 1 when any of the following conditions is true:
· The bitstream ends after the AU containing the DSCV SEI message.
· The next DSCI SEI message in decoding order with dsci_id equal to dscv_id of the current DSCV SEI message has dsci_signed_content_start_flag equal to 1.
· The following CVS does not contain a DSCI SEI with dsci_id equal to dscv_id of the current DSCV SEI message.
NOTE 2 – When any of the above conditions is true and dscv_signed_content_end_flag is equal to 0, removal of AUs from the bitstream can be indicated.
…
The design of the signalling of dscv_signed_content_end_flag is asserted to be problematic as it is present only in a DSCV SEI message with verification substream ID equal to 0 while there is no mentioning about its value in DSCV SEI messages for other verification substreams in the same verification period. It is desirable to add an inference value such that it is set to be equal to the value of the flag in DSCV SEI message with verification substream ID equal to 0.
Proposal
Specify the inference value of dscv_signed_content_end_flag when it is not present to be equal to the value of corresponding syntax element in DSCV SEI message with the same value of dscv_id and dscv_verification_substream_id equal to 0 in the same verification period.
Text implementation
…
dscv_signed_content_end_flag equal to 1 indicates the intended end of the signed content in the bitstream. When not present, the value of dscv_signed_content_end_flag is inferred to be equal to the value of dscv_signed_content_end_flag in the DSCV SEI message with the same value of dscv_id and dscv_verification_substream_id equal to 0 associated with the same verification period.
The value of dscv_signed_content_end_flag shall be equal to 1 when any of the following conditions is true:
· The bitstream ends after the AU containing the DSCV SEI message.
· The next DSCI SEI message in decoding order with dsci_id equal to dscv_id of the current DSCV SEI message has dsci_signed_content_start_flag equal to 1.
· The following CVS does not contain a DSCI SEI with dsci_id equal to dscv_id of the current DSCV SEI message.
NOTE 2 – When any of the above conditions is true and dscv_signed_content_end_flag is equal to 0, removal of AUs from the bitstream can be indicated.
…
Item 5: On the number of verification substreams and signalling for this information
Problem description
The digitally signed content initialization (DSCI) SEI message includes the syntax element with the following semantics:
dsci_vss_implicit_association_mode_flag equal to 1 specifies that the verification substream ID for verification NAL units in a PU not containing a DSCS SEI message is inferred according to the value of MaxNumSubLrs and the values of LayerId and SubLrId of the VCL NAL units in the PU. dsci_vss_implicit_association_mode_flag equal to 0 specifies that the verification substream ID for verification NAL units in a PU not containing a DSCS SEI message is inferred to be equal to 0.
When dsci_vss_implicit_association_mode_flag is equal to 1, dscs_verification_substream_id is inferred as follows:
–	If dsci_vss_implicit_association_mode_flag is equal to 1, dscs_verification_substream_id is inferred to be equal to MaxNumSubLrs * LayerId + SubLrId, where LayerId and SubLrId are the LayerId and SubLrId values, respectively, of the VCL NAL units in the current PU.
It is asserted that this inference may be invalid if the number of verification substreams is less than the product of the number of layers and the number of sublayers and this can easily happen since currently the value range of the allowed number of substream is only up to 256.
Proposal
The following three points are proposed:
· Increase the value range of dsci_num_verification_substreams_minus1 to be higher than just from 0 to 255, inclusive. It may be changed to from 0 to 4 095.
· Change the coding of dscs_verification_substream_id to be ue(v) and specify its range from 0 to dsci_num_verification_substreams_minus1, inclusive.
· Change the coding of dscv_verification_substream_id to be ue(v) and specify its range from 0 to dsci_num_verification_substreams_minus1, inclusive.
Text implementation
…
dsci_num_verification_substreams_minus1 plus 1 indicates the number of verification substreams4 for which message digests are calculated and signatures may be present in the associated DSCV SEI messages. The value of dsci_num_verification_substreams_minus1 shall be in the range of 0 to 2554 095, inclusive.
…
	digitally_signed_content_selection( payloadSize ) {
	Descriptor

		dscs_id
	u(8)

		dscs_verification_substream_id
	u(8)ue(v)

	}
	


dscs_verification_substream_id specifies the verification substream ID of the verification substream to which the verification inclusion NAL units in the current PU are assigned to. The value of dscs_verification_substream_id shall be in the range of 0 to dsci_num_verification_substreams_minus1, inclusive.
…
	digitally_signed_content_verification( payloadSize ) {
	Descriptor

		dscv_id
	u(8)

		dscv_verification_substream_id
	u(8)ue(v)

		dscv_signature_length_in_octets_minus1
	u(16)

		dscv_signature
	u(v)

		if( dscv_verification_substream_id  = =  0 )
	

			dscv_signed_content_end_flag
	u(1)

	}
	


dscv_verification_substream_id specifies the verification substream ID of the verification substream to which the SEI message applies.
[bookmark: _GoBack]The value of dscv_verification_substream_id shall be equal to 0 for the first DSCV SEI message with a particular dscv_id value dscIdVal, in decoding order, in a verification period for dsci_id equal to dscIdVal. The value of dscv_verification_substream_id shall be in the range of 0 to dsci_num_verification_substreams_minus1, inclusive.
NOTE 1 − When a new verification period for a particular dsci_id value dscIdVal starts, a new value space for verification substream IDs in DSCS SEI messages (i.e., dscs_verification_substream_id) and DSCV SEI messages (i.e., dscv_verification_substream_id ) with dscs_id equal to dscIdVal and dscv_id equal to dscIdVal, respectively, is used.
…
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