	[image: ][image: ]Joint Video Experts Team (JVET)
of ITU-T SG21 WP3/21 and ISO/IEC JTC 1/SC 29
39th Meeting, Daejeon, KR, 26 June – 4 July 2025
	Document: JVET-AM0156-v1



	Title:
	[bookmark: _GoBack]AHG9: On Digitally Signing a SEI message

	Status:
	Input document to JVET

	Purpose:
	Proposal

	Author(s) or
Contact(s):
	Ying Gao, Ping Wu, Yaxian Bai,
Shaowei Xie, Cheng Huang
	
Tel:
Email:
	gao.ying@zte.com.cn
ping.wu@zte.com.cn
huang.cheng5@zte.com.cn

	Source:
	ZTE Corporation


_____________________________
Abstract
This contribution proposes the following changes related to optimize the functionality of digitally signing a SEI message.
Adding a flag(sei_digital_signature_initialization_present_flag) to specify whether the digital signing initialization related syntax elements are present in the SEI message that requires digital signature verification.  
Introduction 
During the last meeting, JVET-AL0078 proposed to support digitally signing and verifying some of SEI messages. The SEI message carries initialization information and the digital signature related syntax elements, which are used to verify this SEI message according to the proposed mechanism. It is asserted that digital signing the SEI messages provides benefits of authentication and integrity. 
Unlike the digital signature, which uniquely corresponds to each SEI message (meaning that the digital signatures for any two SEI messages are different), the digital signature initialization information, including the secure hash algorithm and key, may be same for different SEI messages. Therefore, it is not necessary to include the digital signature initialization related syntax elements in every SEI message that requires digital signature verification.
Proposal
We propose the following modifications to optimize digital signature mechanism of SEI messages:
Adding a flag(sei_digital_signature_initialization_present_flag) to specify whether the digital signing initialization related syntax elements are present in the SEI message. 
Only when sei_digital_signature_initialization_present_flag equals to 1, the digital signing initialization related syntax elements are signaled in the SEI message that requires digital signature verification.
Proposed syntax and semantics
Some related syntax elements and semantics text are added in a generic SEI message as highlighted below.

	sei_message_syntax_structure ( payloadSize ) {
	Descriptor

		sei_message_cancel_flag
	u(1)

		if( !sei_message_cancel_flag ) {
	

			sei_message_persistence_flag
	u(1)

			sei_syntax1
	ue(v)

			sei_syntax2
	u(v)

			…
	

			sei_syntaxN
	ue(v)

			sei_digital_signature_present_flag
	u(1)

			if( sei_digital_signature_present_flag ) {
	

	sei__digital_signature_initialization_present_flag
	u(1)

	if( sei_digital_signature_initialization_present_flag ) {
	

	[bookmark: _Hlk192850226]		 	  sei_digitial_signature_hash_method_type
	u(8)

	[bookmark: _Hlk192850232]			  sei_digital_signature_key_source_uri
	st(v)

	      }
	

	[bookmark: _Hlk192850236]		  sei_digital_signature_length_in_octets_minus1
	u(16)

	[bookmark: _Hlk192850241]			sei_digital_signature
	u(v)

	
	

			}
	

	}
	


[bookmark: _Hlk192850280]sei_digital_signature_present_flag equal to 1 specifies that the digital signing related syntax elements sei__digital_signature_initialization_present_flag, sei_digitial_signature_hash_method_type, sei_digital_signature_key_source_uri, sei_digital_signature_length_in_octets_minus1, sei_digital_signature are present. Sei_digital_signature_present_flag equal to 0 specifies that the digital signing related syntax elements sei_digitial_signature_hash_method_type, sei_digital_signature_key_source_uri, sei_digital_signature_length_in_octets_minus1, sei_digital_signature are not present.
sei__digital_signature_initialization_present_flag equal to 1 specifies that the digital signing initialization related syntax elements sei_digitial_signature_hash_method_type, sei_digital_signature_key_source_uri are present. sei__digital_signature_initialization_present_flag equal to 0 specifies that the digital signing initialization related syntax elements sei_digitial_signature_hash_method_type, sei_digital_signature_key_source_uri are not present. When the digital signing initialization related syntax elements are not present, the default digital signing initialization information could be used.
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